
Moltiplicare le forze con 
proattività e intelligenza 
(artificiale)

Luca De Fassi, Sales Engineer





3 | ©2025 Trend Micro Inc.

AI is reshaping the
threat landscape. 
Being reactive isn’t enough.  
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Too many tools Alert overload

Disjointed teams

Data exposure risks

AI risks

Delayed response

Complex defense is expensive
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Attackers thrive on complexity
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Visibility  •  Prioritization  •  Mitigation

Proactive security 
starts here
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Trend Cybertron

The industry’s first proactive cybersecurity AI. 
Within Trend Vision One, Trend Cybertron is a 
collection of LLM models, datasets, and AI an 
agent featuring a fine-tuned cybersecurity LLM.

AI-Powered Enterprise Cybersecurity 
Platform

Powering Proactive
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Trend Vision One AI Solution Strategy

AI Ecosystem

Threat and Attack Intelligence

Responsible AI

Security for AI

secure your AI journey and 
defend against AI-related threats 

and attacks

AI for Security

enhance your cybersecurity 
efforts and transform security 

operations with AI
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Security for AI

L1 L2 L3

NEMO DGX CLOUD NIM

AI FOUNDRY

GENAI SERVICES

API

NIM (MICROSERVICES) 

3
SECURE YOUR 
AI INFRASTRUCTURE
AI security posture 
management

2
SECURE YOUR 
AI MODELS & 
MICROSERVICES
Containers, code and 
access

1
SECURE YOUR DATA
Data security posture 
management

DEFEND AGAINST 
ZERO-DAY 
EXPLOITS
Networks IDS/IPS

6

SECURE USERS 
AND LOCAL 
AI APPLICATIONS
Deepfake detection 
and endpoint security

4

ZTSA-AI 
SERVICE
ACCESS

5

ZTSA-AI 
SERVICE 
ACCESS

5
USERS 

EMPLOYEE

USERS

ATTACKER

SAAS



AGENTIC AI
Intentional

Proactive

Autonomous

Decisive 

Built to Act.
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Traditional AI
vs. Agentic AI
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User Experience

Traditional AI Agentic AI
Ensemble of problem-specific tools, 
panes and windows

Narrow experts capable of prediction based 
on similar patterns in specific features

Pulling data from chatbots tied 
to backend information retrieval systems

Goal-driven solution assistant, capable 
of cross-domain problem solving

Custom automations from user goals and 
environment, pushing any required approvals

Proactive planning for continuous 
improvement
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Threat Defense

Traditional AI Agentic AI
Anomaly Detection

Malware, Script and Content Classification

Templatized mitigations and reporting

Vendor inter-inoperability

Explanatory analytics

Automated detection patterns

Environment-specific playbook generation

User directed multimodal reporting

Schema-free telemetry ingestion
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Risk Mitigation

Traditional AI Agentic AI
Asset and identity behavioral anomalies

Event chain (un)likelihood

Formulaic impact assessment

Continuous attack surface assessment 
and attack planning

Reasoning about novel telemetry

Cost benefit analysis for mitigation 
prioritization
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Threats evolve daily—
leaders don’t wait, 
they anticipate, 
adapt, and act
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Proactive security 
starts here
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