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What is challenging organizations today?

Application Developer
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Software Supply Rise of

Chain Security Generative Al
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Application Modernization

Percentage of applications
that organizations
plan to modernize

within the
next two years.

40%
60%
80%

Source: Konveyor


https://konveyor.io/modernization-report/
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Developer Productivity

40% of companies will establish

B - platform teams
60% for application delivery
\

/0 by 2026.
80%

Source: Gartner



https://www.gartner.com/en/newsroom/press-releases/2023-11-28-gartner-hype-cycle-shows-ai-practices-and-platform-engineering-will-reach-mainstream-adoption-in-software-engineering-in-two-to-five-years
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Developer Productivity
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Software Supply Chain Security

5 6% Year-Over-Year

...................................................................... (/—\ increase in the number of
° malicious packages.
156% | ! packas


https://www.sonatype.com/state-of-the-software-supply-chain/introduction
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Software Supply Chain Security

Year-Over-Year
R increase in the number of

1 5 6% ( orl. malicious packages.
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Source: Sonatype


https://www.sonatype.com/state-of-the-software-supply-chain/introduction
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Rise of Generative Al

2 O% of organization with platform
| | 1~ teams will include

GenAl capabilities
in their internal developer
platforms by 2027.

70%

Source: Gartner



https://www.gartner.com/en/newsroom/press-releases/2025-07-01-gartner-identifies-the-top-strategic-trends-in-software-engineering-for-2025-and-beyond
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70%

Rise of Generative Al

of organization with platform
teams will include
GenAl capabilities
in their internal developer
platforms by 2027.

Source: Gartner



https://www.gartner.com/en/newsroom/press-releases/2025-07-01-gartner-identifies-the-top-strategic-trends-in-software-engineering-for-2025-and-beyond
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Turn a Challenge into an Opportunity

Balancing Security & Productivity

Innovation

Security
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Red Hat OpenShift and Open Hybrid Cloud

‘ Red Hat
Advanced
Developer Suite

Advanced Development Capabilities
Internal Development Portal | Secure Software Delivery

& RedHat Al

Al Capabilities
Model Development | Serving
Lifecycle | Agentic | RAG | Fine Tuning

Developer Tools
& RedHat
OpenShift
Physical Virtual Private cloud Public cloud Edge

& RedHat
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Red Hat OpenShift and Open Hybrid Cloud

U
= RedHat & RedHatAl
Advanced
Developer Suite
A Al Capabilities
Advanced Development Capabilities Model DeveIF:pment | Serving
Internal Development Portal | Secure Software Delivery Lifecycle | Agentic | RAG | Fine Tuning

Developer Tools

‘ Red Hat
OpenShift

= —- ] — & — O — &

Physical Virtual Private cloud Public cloud Edge

‘ Red Hat
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Red Hat Developer Hub

An Internal Developer Portal (IDP) based on the CNCF Backstage project

o)
KR — Increasing Developer

* Consume Eff|C|ency
Define — +250 community |
—_ plugins for “§
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Platform — and products Onboarding

Engineers Py Setup

| | | R e R Streamlined
' Development
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Integrated
Registries  Pipelines  GitOps Distributed Serverless Service Collaboration
Tracing Mesh & Flexibility
& RedHat & RedHat - _1
“ OpenShift OpenShift Al i

Container Platform _____
"""" & RedHat
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Single Pane of Glass

Increases engineering productivity

Software Catalog

Software Templates

&, Red Hat

Plug-ins for
Backstage

Devetipert i Welcome to Red Hat Developer Hub!

Q Search Authen_tlca!tlon :_:md

Authorization with Keycloak

Home

i Catalog 1 . .

* APls Quick Access Your Starred Entities @ G|tOps with

|8 Docs COMMUNITY Click the star beside an entity name to add it to this list! Argo cD

® Leamning Paths

= Clusters L ) . .

©fcens Webste  Bog  Githb  Sack  YouTube M I Pipelines with Tekton

© TechRadar

DEVELOPERTOOLS % Application Topology
for Kubernetes

Multi Cluster View with
Open Cluster Manager (OCM)

ClYCDTOOLS

N ) @ Container Image Registry
A for Quay

£ Settings

& RedHat
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Self-service

with guardrails for cloud-native development.

Register an existing component

Start tracking your component in Red Hat Developer Hub

@ e

keep developer workflows
rolling smoothly

Register an existing component

Enter the URL to your source code repository to add it to Red Hat Developer Hub. . 't h 't h ri I t t Is

Link to an existil ity file

ple: https://g m/backs tage/backstage/blob/master/catalog-info.yaml

The wizard analyzes the fil, he entities, and adds them to the Red Hat Developer Hub catalog.

Link to a reposi

validated environments, and
on-demand services

Learn more about the Software Catalog =

So developers focus on crafting
innovative code and not the
underlying infrastructure.

& RedHat
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Best Practices
With GitOps and Automation.

» create a more consistent

Argo Name: genai-photo-generator-app-dev

automation experience

Argo CD Instance

Repo Url

- » based on GitOps and Pipelines

» support for key Red Hat
developed plug-ins, including
GitOps with Argo CD and
Pipelines with Tekton.

Helps you to standardize the
environment for system integrators
and other contractors

‘ Red Hat
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Real Time View

application and infrastructure health and security.

Welcome to Red Hat Developer Hub! . . . . .

Additional plug-ins like “Application

Topology for Kubernetes” and

“Multicluster View with Open Cluster
Manager (OCM)" provide consistent

= e e e M user experience across the overall
application and the monitoring of

" infrastructure health as well as
o security.

Quick Access Your Starred Entities

COMMUNITY Click the star beside an entity name to add it to this list!

Cl/CDTOOLS

Y

e (Coming

& RedHat
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Why Supply Chain Security Matters

Preventing Tampering

Protects against unauthorized modifications
to code or build processes, whether

malicious or accidental.

Ensuring Integrity

Verifies that all components and artifacts
remain unaltered from development through

deployment.

Compliance and Trust

Meets regulatory requirements and builds
trust with customers by demonstrating a

commitment to security and quality.

Reducing Risk

Minimizes the potential for security breaches
that could lead to data loss, financial

damage, or reputational harm.

& RedHat
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From a Software Supply Chain to a TRUSTED Software Supply Chain
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Image
scan, check signimage SBOM

cosign

Red Hat
Advanced

Security

Red Hat
Quay << Red Hat
e a
Continuous 0 glt C@ OpenShift
security scans gitops repo GitOps
of stored images
generate push to N Verify SLSA h
registry compliance deploy

K8s
deployment P
definition(s)

Red Hat
OpenShift

/| . Pipeline

o Red Hat
o, \ OpenShift
No/  Pipelines

Generates and signs
build pipeline
provenance, attestation,
(SLSA compliance)

Red Hat
Advanced
Cluster

Security

Red Hat
Trusted Profile
Analyzer

& RedHat
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Red Hat OpenShift and Open Hybrid Cloud

RedHat
‘ Advanced Q RedHat Al

Developer Suite

- Al Capabilities
Advanced Development Capabilities Model Deveﬁpmem | Serving
Internal Development Portal | Secure Software Delivery Lifecycle | Agentic | RAG | Fine Tuning
Developer Tools

‘ Red Hat

OpenShift
Physical Virtual Private cloud Public cloud Edge

‘ Red Hat
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Red Hat's Al/ML engineering is 100% open source
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Participate

We participate in and create
community-powered upstream Al
projects.
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Integrate

We integrate upstream Al
projects with our proven open
hybrid cloud platforms.

......... - (@ & RedHat Al

Inference Server

......... - @ & RedHat

Enterprise Linux Al

......... - @ & RedHat

OpenShift Al

Stabilize

We commercialize these Al
platforms together with a rich
ecosystem of services and
certifications.
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Red Hat Al platform

Generative Al, Predictive Al & MLOps capabilities for building flexible, trusted Al solutions at scale

.II\_IIUZ?: Development & Model Serving Data & model pipelines Model Monitoring

» Workbenches with Jupyter + Serving runtimes : vLLM, other - Automated data science pipeline  « Performance metrics
Notebooks as a service runtimes (Custom, OVMS) based on Kubeflow Pipelines + Operations metrics
+ Distributed training & tuning + Serving engines: Kserve + Visual editor * Quality metrics
‘ Red Hat + ISV images | Custom images * Model Registry
OpenShift Al + GPU support

8, RedHat
OpenShift

InstructlLab
Data Ingestion | Synthetic Data Generation | Phase Training | Serving | Evaluation | RAG | Agents

‘ RedHat -—
Enterprise Linux Al

Red Hat VLLM
Al Inference Server

&, RedHat :

- L Enterprise Linux Pytorch| vLLM | NVIDIA CUDA | AMD ROCm | Intel Gaudi
a D ‘A
Physical Virtual Private cloud Public cloud Edge

23

& RedHat
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2ELe R EIA| provides a platform for

consistently building, deploying and |T‘ 6§ ¢ s O e
running Gen Al models, Al-enabled

applications, and Al agents across the Gather and Tune  [tecratemodeisll Mol
. prepare data the model in application monitoring
hybrid cloud at scale. development [l

Al platform

It provides:

» MLOps and LLMOps capabilities

» An efficient inference runtime (vLLM) Hardware Acceleration

» Validated and optimized third-party models cene . O e
» InstructLab, RAG and agents for customization =l =l [} Q o)
»  Monitoring, bias detection and guardrails Physical Virtual Pé:;’::le 2:':;2‘ Edge

& RedHat
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