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Application Security — :::
Overview
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Application security is at a breaking point. Get an at-a-glance look at today’s
biggest concerns and protection gaps, including offensive Al, API threats,
third-party risks and more.

Offensive Al Threats Growing Fast

8 1 o/ New attacks / vulnerabilities generated by Al 48.5%

plan to deplloy A|-b3..S€d Hackers using Al tools to reduce time-to-attack 39.0%
cybersecurity tools in the next 12 months

Al cyber threats executing faster than human-

o based security/ SOC teams can respond 42.4%
Only O have done so
Shortage of security staff and/or lack of expertise
with relevant skills for an Al-powered threat 37.6% 22.0%
landscape

0 Al-powered threats evolve in real time,
° bypassing traditional protections. Lack of automation to respond 34.4%

to Al-based threats

Applications and Business Logic Under Fire

9 5% Bot attacks 15% 28.4% 9.9% 8%

experience at least one type of
application-layer attack every month API attacks (328 20% 12.3% 10.5%
or more frequently

550/ Application attacks BEXZ 27.2% 14% 5%

experience API business logic
attacks monthly or more API business logic attacks A 31.5% 16.7%  14.2%

1 50/0 suffer bot attacks daily

DDoS attacks 9% 29% 12% 13.6%

4 N\ B Daily Weekly Monthly Quarterly M Yearly M Never
Application-layer attacks are widespread, frequent,
and increasing in volume. Threat actors are rapidly

evolving tactics, including the use of Al, to exploit
‘@‘ business logic and API vulnerabilities faster than
organizations can respond.

API Usage Spikes While Control Slips
73%

update APIs at least weekly

6X
- . 19.3%
Growth of daily updates since 2023
Only 6% have full APl documentation 12.4%
—— | Frequent updates and poor 2.9%
@ \ documentation increase exposure. I
Multiple times About once About weekly About monthly Longer than
a day a day monthly
%
86%
. . 85.8%
have experienced BLA in the past year 81.0%
%
29 O 51.2%
of teams are fully trained
o 29.3%
81%
say real-time BLA protection is critical,
but only 51.2% have it
API business logic Very or extremely Organizations that Security staff are
attacks happen at important to have have already highly trained and
least annually real-time protections deployeq BLA fully aware of how
o—H@ BLAs are being amplified by Al tools meas;{;i,g BLA protections :ﬁligz?gféfﬂg
ol that automate exploit discovery.

Third-Party APIs Lack Control and Visibility
86%

use 11 or more third-party APIs per app

48%

lack visibility into over half their third-party code

16%

34.6%

86.1% use 11 or more per app

are fully confident in their breach protections 7.8%
6 50/ 0.7% 0.2%

o | don't know None Between Between Between More than 30
are concerned about stolen payment data 1and 10 tand20  21and30

: Organizations are prioritizing speed and

E functionality over visibility and control.
DDoS Disruption Costs Rise
69%

DDOS protections that incorrectly
are highly concerned about DDoS-related downtime block legitimate traffic from reaching 42.4% 26.3%

our website or application

Average cost per minute of app downtime:

DDoS attacks would make our
organization's website (or a critical 45.9%
8 1 30 business application) unavailable

Highest impact per minute (healthcare)

Highly concerned W Extremely concerned

Application-layer DDoS attacks directly impact
|||||||||||| |||| revenue, reputation and customer trust.

Cloud Sprawl and Compliance Cause Complexity

(o
82%
use multiple public cloud providers

HIPAA 36.8% LA
92 /o SEC 37.6% 17.8%

of healthcare orgs use private cloud

PCI DSS 4 40.0% 14.6%

NIS2 35.6% 21.0%

91%

still rely on on-prem data centers DORA P—
54%
express high concern about their regulatory posture Ay egiesinsel - LI SOzl Conesze

—— Most organizations are managing application security
) considerations across multiple clouds and multiple

disparate environments.

Learn more about Radware application protection.

Get the full 2025 Cyber Survey:
Application Security at a Breaking Point.
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Download Now
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