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Al-Ready
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Future-Proofed
Workplaces
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Cisco Validated
Designs
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Al Infrastructure
Operations

Private cloud-managed Cisco cloud-managed
flexible solution fully integrated
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Digital Resilience: security, reliability, and performance
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(Great data centers

require great security 7
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Assume the attacker is.already In

Stopping lateral movement is the key

Cisco GSX




Log a Call

H dn‘Green A

“ %" |Hi Ryan! Have we finalized /
the cloud security protocol
implementation?

Segmentation W  Payment Elections

|S h a rd Default Country United States of America

Default Currency  USD .|| Pipeline by Stage

Status Successtully Completed

Last Updated 07/20/2023 ~

N

Carpool 21/3
18:34 drop-off

Expense
Customer Engagement

Account Name AcmeTech

Close Date 6/5/2024

Amount $140,000.00

| # general 5 | Opportunity Owner Ryan Wilson




Segmentation
is hard

Patching is
hard
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BREACH

The Patching Gap
Weeks/Months




Segmentation
IS hard

Patching is
hard

Upgrading
IS hard




Hypershield is changing the game




Security infused into
the fabric of the network
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Public Cloud Private Cloud IOT/OT/Edge

Cisco GSX




Telemetry
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Namespaces

System calls

Process ID

behaviors

Tesseract security agent
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Storage
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CPU vs. GPU vs. DPU
ow | ew [ ow

Several cores Many cores Dozens of cores
Low latency High throughput Higher degree of versatility
Ideal for serial processing Ideal for parallel processing Ideal for big data processing
Handles a handful of Handles thousands of Handles thousands of

operations at once operations at once operations at scale



» Deep understanding
of app behavior

» Comprehensive
inputs for policy
creation

» Constantly adapting
to changing apps

« Mitigate known and
unknown
vulnerabilities

« Surgical mitigating
controls

* Protection within
minutes, while app
keeps running
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il View test results

Primary Data Plane Effectiveness score

pre -
g VERSION 2.0 g—‘ DEPLOYED POLICY J= H
y — : S 100

4 VERSION 2.1  J==== POLICY GROUP A

© Passed

N N

Shadow Data Plane

We ran the exploit against this shield and found O assets exploited. No major issues found.

Confidence score

40 60

95.

© Passed

CPU
+ 0.02% ~” 3.42% total

This Distributed Exploit Shield was already tested in your environment in the shadow
dataplane. Performance, hit counts, and flows were all tested. Average CPU increased by
0.02% due to the shield. This change is within the 5% threshold.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco 9
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THANK YOU !






