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Backup ≠ Cyber Recovery
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Businesses Are Under Attack

DataData

Endpoint

Application

Network

Perimeter

“Assume Breach”

zData Backup Copies

Data and Backups are the targets
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Is Your Data an Easy Target?

Not designed for adversary behind the 

firewall

• Are 100% of your backups immutable?

• Is your backup infrastructure physically isolated from 

the environment it's protecting?

• Does the backup infrastructure run in VMs?

• Is any part running Windows?

• Is MFA & retention lock enforced?
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Your Data Center

Backup Proxy

Backup Server

Production Servers

Disk-Based Backup Target

Data

VM

If not, you most likely will have nothing 

to recover..



Retention Frequency Replication Expiration

Retention Frequency Replication Expiration

Retention Frequency Replication Expiration

Backup ≠ Cyber Recovery
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New Questions

• What exactly do I recover?

• Was sensitive data in scope?

• How do I ensure I don’t restore the malware?

Now Board/C-Suite Priority

• Are we good?

• Can you prove it?

• How long will it take?

Backup Proxy

Backup Server

Production Servers

Disk-Based Backup Target

Data

VM



Introducing Rubrik Security Cloud

Data RemediationData ObservabilityData Resilience

Zero Trust Design
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Modern Data
Protection

Encryption
Detection

Sensitive Data
Discovery

Threat Hunt and
Quarantine

Risk
Assessment

Recovery
Testing

Metadata and Time-Series Data

Immutable | Air Gap

How it Works
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Cloud SaaSData Center



Rubrik Zero Labs

Rubrik
Zero Labs

Ransomware 
Response Team

Zero Trust
Architecture

RRT
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