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The Transition From Traditional IT to Cloud Is Not Easy

ON PREMISES PUBLIC CLOUDS
Own/operate

Consumption

Bl Microsoft
HE Azure

e 2
Google Cloud

“Your organisation’s cloud strategy will be unique”
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World is Changed

Data Centers

Manage Software
Agile
VMSs
Server/Client

IT Ownership

Cloud / laaS
SaaS Apps

DevOps

Containers

Mobile

LOB Ownership
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Edge to Core to Cloud

Omrramm O O

Raccolta/Elaborazione Raccolta/Elaborazione Archiviazione/ Deployment Analisi/Tiering/BackUp/DR
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Cloud Platform

Unified
data lake
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Private/Local SP



“La gestione di petabyte di informazioni
sta diventando comune.
Le metodologie di backup tradizional
non sono piu in grado di far fronte a tal
volumi di dati”

—2020, IDC, Worldwide Data Replication and Protection Software Forecast, 2019-2024: Rough Waters Ahead
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The Ransomware Pandemic

G

FBI

Ransomware market will be

+$1 BILLION
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The Double Extorsion Threat

. 2 years ago, only 1 cybercriminal was known to use this
technique

. Today close to 20 groups of cybercriminals use it

- More than 1200 cases of double extorsion in 2020
. In 63 different countries across the globe
. 60% of these happened in the US and the UK
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Is My Data Safe? °

Perimeter Security
Network Security
Endpoint Security

Application Security

Data

11
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Is My Data Safe? °

Perimeter Security

Network Security

Endpoint Security

Application Security \/

Data Cyber Resilience Built-In
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Today’s Threat

= o
PN

Ransomware locks down data

13

Ransom note
received

RESTORE ™= ¢
BACKUP DATA O

Engage
IT Ops

Pay ransom?

Attempt to recover?

Backups

PAY
-ﬂ

: . PERFORM
FORENSICS
Engage
SecOps
Compromised Backups
Safeguarded

Q

What to
Recover?

How Long?
Weeks? Months?

PAY
-ﬂ
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Security at the Point of Data

a
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Ransomware locks down data
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] .
e O Attempt to recover?

Ransom note
received

ENABLE CROSS-TEAM
COLLABORATION

re 0 e

Engage IT Ops & SecOps

..........

Discover
Sensitive Data

Scope
Attack

Backups
Safeguarded

......

Recover
Fast

RECOVER
DATA
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Better Together

NetApp + Rubrik Strategic Partnership

Dafa & uiomalion

Cyber Resilience %'7 Cloud A cceleation
]

RUBRIK ZERO TRUST DATA MANAGEMENT

Microsoft i
== Azli;'?o EW% == Microsoft 365

PRIVATE
. EEENR CLOUD

ON-PREM IT

A ==
L ACLE -
SRS nwummx SR
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NetApp at a glance

Q1FY22 Results Q1FY22 Product Highlights
- 2 « Global cloud-led, data-centric software
$1.46B = $730M + $649M + $79M (¥ company
All-flash _ Publ_ic Cloud
E veronar = orarholder o - S  Founded in 1992, headquartered in Sunnyvale,
$0.88 $100M $191M California
Non-GAAP EPS Dividend Gash from operations + 2 3 (y + 89 %
$1.15 $112M $242M e « Fortune 500 company (NASDAQ: NTAP)

e $5.41B FY20 revenue

e 38,000+ customers around the world

Industry-leading solutions with an open ecosystem of partners

* Industry-leading cloud and enterprise data

B Nicoseft O GoogleCloud  AWS sl center solutions and services
ou
5o orace EDLy  cimix + 10,800+ employees + 5,400 partners helping
. - _ customers thrive in a hybrid multicloud world
Q redhat accenture <bmce FUJITSU Cognizant
R INfos)s (i AtoS WIF;m% » 98 offices in over 30 countries

M NetApp 17 © 2020 NetApp, Inc. All rights reserved.



How NetApp delivers value to customers

Data Fabric

HME Microsoft
BN Azure

&) Google Cloud

dWsS

u

IEM Cloud

Support and protect On
Prem investments
leveraging on Cloud
connected future-proof
solutions

M NetApp 18 © 2020 NetApp, Inc. All rights reserved.

Enable customers
moving Enterprise Apps
to Cloud

Simplify Hybrid Multi-
Cloud operations
leveraging on data
management
expertise

Support Customers to
adopt a Cloud Native
approach



Simple-Integrated-Automated
Chaos Free

CLOUD CONTROL & ANALYTICS

Monitor
Optimize
Ransomware

Protection
Privacy

CLOUD COMPUTE

Up to

Automation to
improve performance,
reduce complexity and
optimize costs

90%
SEVI

CLOUD REMOTE SERVICE

Remove data “islands”
and achieve real-time

collaboration
Full

Software
Defined

© 2021 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —

One-Tap Compliance
Instant Data Classification
Significant Time & Savings

Next-Gen end-user computing @
at up to 50% less than

competitive alternatives

Build
Hybrid

@ Cloud Manager

Cloud in
minutes

CLOUD STORAGE

Gain total visibility into

infrastructure and applications eConnectivity across Clouds

@ High Performance DBs Up to
70%
Savings
QQQQQ SAP on Azure/GCP :
'\'\. < "

icrosoft

zure CLOUD DATA PROTECTION

@ Disaster Recovery & Backup

Kubernetes
Protection

Fully
integrated
Cloud

il NetApp

Data Fabric

2
0
ROBQ
Lo, 0Log oV
0 Q\Q

g
0 00000101050101,0401010
Lo
00004010104010,010

DATA CENTER Flash

Hybrid
Cloud

Connected
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Rubrik & NetApp Help You...

Simply Integrate to Protect

Prevent attacks and Proactively identify internal Quickly restore data and
minimize data loss or and external threats. applications.
downtime.

Accelerated backup and

: Scope anomalies Operational recovery
disaster recovery

Storage performance

Data security and retention abnormalities

Data recovery

Data efficiency and reuse Assess risk Disaster recovery

20
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Our Approach: Zero Trust Data Management

Native Immutability Scoped Anomaly Sensitive Data Expert Guided
Data is air-gapped and cannot Detection Assessment Recovery
be accessed or encrypted by Assess what data has been Discover if sensitive Automated recovery playbook to
ransomware impacted and determine data is at risk get your application the nearest
blast radius of attack clean data, with sequencing

order and recovery type

21
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Three Pillars of Immutability

Distributed Immutable

Zero Trust

Authenticated
APIs and Tools

Filesystem

Provides tight controls over which
applications can exchange
information, how each data

exchange is transacted, and how
data is arranged across physical and
logical devices.

22

Cluster Design

Never assume trust with any other
member of the cluster or external
entity. Require certificate-based
mutual authentication for secure
communications.

Require authentication to all
endpoints that are used to operate
the solution, including Role Based

Access Control (RBAC) or Multi-
tenancy features.

© 2021 Rubrik. All rights reserved.



Scope Anomalous
Events with Precision

Powerful workflows to
investigate suspicious changes
to your files

Pinpoint timing of data
anomalies and scope of an
attack

Engage pre-defined
ransomware playbooks for
orchestrated recovery

23

I

Events

_ 2021 Rubrik. All rights reserved.



ldentify High-risk User Activity
to Protect Sensitive Data

Quickly scan for regulated data
Dashboard

1 18,303 Object status
sansitive hit 20

Top 10 Objects w

Correlate user access with data
deletion or modification

* 96.7k

Proactively mitigate sensitive
data loss

I
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Simplified Protection

Automate lifecycle management across NetApp primary and secondary storage or public cloud

Broad Application Support Policy-based Automation Hybrid Cloud Flexibility
Native integrations for physical and virtual A single policy engine for automated Support for public cloud and on-prem
apps on NetApp ONTAP protection across hybrid cloud NetApp NFS and object storage tiers

& Google Cloud

Microsoft

aws Azwe
VM B8 oot &
mes 4 @

SLA Policy Engine

Obj. Storage NFS

Private Cloud

26

End-to-end policy-based lifecycle management
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Automated SLA policy engine
Replace 1000s of backup jobs with just a few
policies

Consolidate remote and branch office

protection with local backup, replication to a central
site, and archive to cloud

Extend automation via API
Easily integrate with existing tools for automated
monitoring, provisioning and config management

Scale-out architecture
Add capacity one node at a time for better
economics and more reliable performance

Our Approach: SLA-driven, Cross Cloud Data Protection

© 2021 Rubrik. All rights reserved.
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Two factors affect data protection performance

A

Discover what data has changed Large datasets require more
and identify what to protect resources (cost) and time to copy
and to protect data

28
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A Modern Approach to NAS Protection

Our non-NDMP design is the foundation of our modern approach for NAS

Industry-standard Design

Rubrik leverages industry-standard
protocols to overcome key challenges

~

J

Native Format Backups

Storing data in its native format
enables significantly faster RTOs

~

True Incremental Forever

Our approach reduces storage costs,
backup windows, and RPOs / RTOs

~

J

S
| - )
Full Rubrik Capabilities
Rubrik extends replication, archival,
global search, and more to NAS
S

© 2021 Rubrik. All rights reserved.
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Solving The Capacity Challenge

Reduce TCO by mobilizing NetApp NAS directly to the archival location

Sample NAS
Environment

1.2 PB
Billions of Files

NetApp-

30

Before

Google Cloud
AWS g\ Azure

S

Private Cloud

StorageGRID NFS/S3

All of the magic of Rubrik,
along with more flexibility
with your NAS end target.

Rubrik will take the index
of the NAS fileset and
store the metadata per
user-defined SLA policy.

Rubrik will ‘direct’ the NAS
fileset onto the one of
three targets: Public
Cloud, NFS Store, or
Object Store.

User will be able to search
for the NAS metadata
using Rubrik’s global
search capability

© 2021 Rubrik. All rights reserved.
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Solving the Density Challenge

Reduce RPO by leveraging NetApp SnapDiff API for faster NAS backup

Sample NAS
Environment

500M files
1.5% daily
change rate

NetApp-

31

NetApp-

Before

Rubrik
Scan

* Rubrik scans the file set to
identify changes since the last

backup

« 7-14 hours to identify

changes

NetApp-

After

SnapDiff

w200
om0
| |m]m)

* SnapDiff compares the
differences between previous
and current snapshots and
exposes them to Rubrik

- ~7 MINS to identify changes

Rubrik calls the ONTAP
API to create a new array
snapshot

Rubrik calls the SnapDiff
API. SnapDiff lists the
differences between the
two snapshots

Rubrik gets the list of
changes since the last
backup from SnapDiff and
Ingests changes only
without scanning the file set

When using SnapDiff:

- The archive location must be
either NetApp storage or
public cloud

- Data can only be restored to
NetApp

© 2021 Rubrik. All rights reserved.
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SnapMirror Integration for NAS Protection*

Primary SnapMirror
NetApp NAS Secondary Public
Cloud
aws A\ Azure
SnapMirror API +
Replication NFS/SMB ,
< > < "> Private
\ ’ ud Private
—-NAS) —- NAS o Cloud
Object NFS

- Auto-discover NetApp NAS shares, whether they are on the primary or the SnapMirror replica
Simplified setup of NAS protection at scale, utilizes APIs to scan the SVMs for unprotected shares

- Backup from the SnapMirror replica
Offload the backup operations from the primary NetApp array
Leverage SnapDiff for detection of changed files to quickly create incremental backups

- Leverage Rubrik’s Direct Archive capabilities to directly store data in either public or private cloud
Requires 10% or less of FETB of space on Rubrik, stores just the file metadata
Data from backups is passed through Rubrik straight to archive

32

© 2021 Rubrik. All rights reserved.



Xy |
Rubrik & NetApp

End-to-end Data Lifecycle Service

Fl NetApp
- Il NetApp
[
& Google Cloud
Q ETFANA ?.E,S-; = mfm

o Public Cloud

\‘Datq Protection Data Security /

ONTAP

Data Mobility

M NetApp

T st Data Governance o
e . rat
Private Cloud
3 # 10x Performance @ Multi-Cloud Ready
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